GPG

How to generate and use GPG Keys.

e Generate Key

o Add Keys to Github/Gitea

e Telling Git about your Key




Generate Key

gpg --full-generate-key

Select defaults or the required option if you have them

Select an expiration date

Enter your personal information (it needs to be consistent with your account info)
Use a secure passphrase
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Key can be listed with:

gpg --list-secret-keys --keyid-format=Ilong

Key can exported with:

gpg --armor --export <key>

Screenshots:

# ~ —list-secret-keys —keyid-format=1long

gpg: checking the trustdb

gpg: marginals needed: 3 completes needed: 1 trust model: pgp

gpg: depth: ® walid: 2 signed: @ trust: @-, @q, @n, @m, @f, 2u
fhome/andre/.gnupg/pubring. kbx

rsad@o6,/90681A5E462C0639 2023-83-19 [5C] [expired: 2823-04-18]
A255CT735DFA14B203D04669A90681A5E462C0B329
[ expired] Andre Fuhry (Home) <andreas.fuhry@gmail.com=

rsa3@72/013AD77COASDD3IF2 2823-84-27 [5C]
C27419D5C27428025EC2C3B5013ADT77COASDDIF2

[ultimate] Andre Fuhry (Home) <andreas.fuhry@gmail.com=
rsa3@72/AA9E40714196FF39 2023-04-27 [E]



https://bookstack.hopeless-cloud.xyz/uploads/images/gallery/2024-02/image.png

A~ ——armor ——export @813AD77C@A9DD3F2
BEGIN PGP PUBLIC KEY BLOCK

mOGNBGRKtmcBDADGKCTBul4x0]jp40dNRTOEKHLOHOZgVL7aZuaZLOPCctMHFQT7gW
blax1iSuQUtRTcEnpYIxjYe23vmwaMKrdwDxwhm@khpRed43121dYr50HD0eK9gACF
EAdyjakKnYNLrloWjGO12UggudZuRmTBEfVYVOMRS7GUosnLoSNYxn@oR1p/IY@+r
ZjwrKITuMIpYwrpYg,/H@Y85dBiHdgdDBmASM,/9PGEtMNSrj rsGO0dr3gqvCo0D2Vplo

JuKNeBR/UUBK29WOCgPWGENmM,/sD0zIca7UTFOAALY rzLMjRI4njaTEBe++BD3hNIC
0Z59+02eVqqPlgXEPXLXkb+bnpM1/UTuD7UCi/z7EBZpgOvLTHEWpWIRgMVXKAZ T
PWhZxXbVfuvalhs6I9agb9KkRPhpNu3xz3dRwWBGEbxGCMPPEFtvbGagxJdogPUBPF
HQBFc2T1loIUHXLfpSafHXneQ@kwyiCurxn5ggv7v]iqwB4d8LLhKDzSi1sj8yIsW
+Do7DymSg8vlegkAEQEAADQSOWSkcmUgRnVocnkgKEhvbWUpIDxhbmRy ZWFzLmZ 1
aHJ150GdtYWLlsLmNvbT6JACAEEWEIADgWIQTCdBnVwnQoAl7Cw7UB0tdE8Cp3T8gUC
ZEQ2ZwIbAwULCOgHAgQYVCgkICWIEFQIDAQIeAQIXgAAKCRABOtdBCp3TEjXAC /0l



https://bookstack.hopeless-cloud.xyz/uploads/images/gallery/2024-02/fyaimage.png

Add Keys to Github/Gitea

Github

Settings

SSH and GPG keys

New GPG Key

Paste in the public key block
Add GPG Key

Turn on Vigilant mode

ok wnN H

Gitea

Settings

SSH / GPG Keys

Add Key

Paste in the public key block
Add Key

Verify

ounhswnN H

Screenshot:

# o~ —a ——default-key ——detach-sig
gpg: using as default secret key for signing
————BEGIN PGP SIGNATURE

————— END PGP SIGNATURE


https://docs.github.com/en/authentication/managing-commit-signature-verification/adding-a-gpg-key-to-your-github-account
https://github.com/settings/profile
https://github.com/settings/keys
https://gitea.hopeless-cloud.xyz/user/settings
https://gitea.hopeless-cloud.xyz/user/settings/keys
https://bookstack.hopeless-cloud.xyz/uploads/images/gallery/2024-02/vdximage.png

Telling Git about your Key

gpg --list-secret-keys --keyid-format=Ilong

git config --global user.signingkey <key>

Screenshot:

# ~ —1list-secret-keys —keyid—-format=1long
/home/andre/.gnupg/pubring.kbx

rsad@o6,/98681A5E462C0B39 2823-83-19 [S5C] [expired: 2823-84-18]
A255C735DFA14B203D04669A90681A5E462C0B329
[ expired] Andre Fuhry (Home) =andreas.fuhry@gmail.com=

rsa3@72/e13AD77CBASDD3IF2 2823-04-27 [sC]
C27419D5C27428025EC2C3B5013AD77CRAASDD3F2

[ultimate]l Andre Fuhry (Home) =andreas.fuhry@gmail.com=
rsa3e72/AASE48714196FF39 2023-04-27 [E]

# ~ config ——global ——unset user.signingkey
# ~ config ——gleobal user.signingkey @13AD77C@A9DD3F2
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